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Fault Tolerance
By Ed Hanzel, System Specialist, Oceanside Unified School District
and Marc Richardson, System Technician, Oceanside Unified School District

O
be affordable and practical, those be-
ing firewall and Web server. Fault tol-
erance and cost and throughput were
the primary reasons for selecting the
SonicWall 300 (www.sonicwall.com)
as our firewall.

Initial setup of the SonicWall in our
system involved setting up static
routes for all of our schools and the
district office. Since we also run an
R2000 for content filtering, we had to
do the same for both in order to get
them to play well in the same sand-
box. Once that was accomplished,
few, if any, problems have occurred.

The SonicWall has three ports,
LAN, WAN and DMZ. To configure
failover, the two SonicWall devices are
simply connected together using a
switch and the two DMZ ports. This
also allows for adding a proxy filter in
the transparent mode without re-ad-
dressing all of the machines in the dis-
trict. There is a tab or button, in the
main SonicWall screen that addresses
the High Availability mode. This is
where configuration of the failover be-
gins. The second, or backup, device
should be blank, except for having the
same firmware as the primary. You
need a block of ip addresses, as you
must assign another address at this
point, different from the one that is
used for general networking. But,
communication between the two de-
vices is obtained by entering the serial
number of the second device in the
block provided, then requesting that
the two devices synchronize.

The two devices use a “heartbeat”
signal to communicate with one an-
other. As such, a heartbeat interval
and failover trigger level must be set.
The heartbeat interval is the time, in
seconds, between heartbeats, and the
failover trigger level is the number of
heartbeats that, if missed, will cause a
failover condition. Should power fail

ceanside USD identified two ar-
eas where fault tolerance would

to the primary unit, there is a standard
10-second failover. Once the primary
firewall is configured, turn on the sec-
ondary one. It should be detected and
configured by the primary, and the log
file will reflect the status.

The Web server is a different story.
Once again, the name of the program
is “Heartbeat,” and while the end re-
sult is the same, everything in the
middle is different and requires some
Linux skills. Like most Linux soft-
ware, Heartbeat is free. While that’s
the good news, it is also the bad news,
as support and training are minimal.
For the full setup, it takes some tinker-
ing skills. The program is available
from a Linux High Availability Web
site, http://www.linux-ha.org/.

One of the articles referenced on the
site,” High Availability Systems Under
Linux,” by Atif Ghaffar, is a very hu-
morous approach to the subject and
worth reading (http://
www.linuxfocus.org/English/Novem-
ber2000/article179.shtml). In it, Atif
points out that money can be saved by

using a “fully loaded” machine for the
primary, and a “just enough” machine
(CPU processor speed and memory)
for the backup. The theory here is that
the backup machine will not be receiv-
ing changes and have many people
logging into it for uploads. It is strictly
a machine that will continue to put
your presence on the Web, while you
fix the problems in the main server.
This will become evident later, when
synchronization techniques are dis-
cussed.

While Heartbeat is available for
Windows servers, this article focuses
on Linux and Apache. To start with,
both the master and backup must be
configured to work with two network
cards in each. These second cards can
be configured with private addresses
outside of the normal ip range you use
on your network. For example, if you
use a class A range (10.0.0.0) for your
main IP addressing, consider using
class C here (192.168.0.0). The pur-
pose of the second card is to talk to
the other machine only. A simple
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Webserver.1(master) Maintenance IP Address 10.99.1.5

Webserver.2(backup) Maintenance IP Address 10.99.1.6

Webserver.1 Communications IP Address 192.168.0.1

Webserver.2 Communications IP Address 192.168.0.2

Both Alias IP Address 10.99.1.100
Main DNS listing for
webserver

COMPUTER USE EXAMPLE

Table of IP Address Requirements
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crossover cable provides connectivity.
Also use a backup null-modem cable
between the two serial ports of the
machines. This provides additional
backup against hardware failure.

Once this is working, it’s time to in-
stall Heartbeat. There is an excellent
guide available on the site at http://
www.linux-ha.org/download/
GettingStarted.html. The guide in-
cludes excellent examples in how to
locate and use the configuration files
and what all of the settings mean in
plain English. These files or scripts, al-
low naming of the primary and
backup servers, the Alias IP address,
and are set with defaults for failover
times, heartbeat intervals, and so
fourth. It is here that you will also
name the service that will be started —
in this case it’s Apache. The trick here
is that you must remember to let
Heartbeat start and stop the service,
and take the service out of auto-
startup. Heartbeat will also send an
ARPCLEAR signal, which will cause
the switches and routers to re-home
on the MAC address of the devise
holding the alias ip address. Anyone
that has attempted to exchange boxes
on the fly in a live network under-
stands the beauty of this. Until the
arpcache in the various switches and
routers are cleared and rebuilt, they
attempt to send packets to the old de-
vice. This happens because all these
devices work on layer 2, using MAC
addresses.

The chain of events, then, goes
something like this:

• System startup
• Recognize Heartbeat
• Recognize position on the net-

work (master or backup)
• Activation of Alias IP
• Send ARPCLEAR
• Initialize Apache (or other service)
In testing, you can ping both the

hard coded ip address and the alias.
Ensure that shutting down the master
causes the backup to capture the alias
ip, and send a CLEARARP. You
should be able to display the arpcache
in your router to determine if the alias
ip is, in fact, pointing to a new MAC
address. Then, when restarting the
master, it should recognize that it is
the master, grab the alias ip, and send
a CLEARARP again.

So, now that the failover works, the
task is to keep them current. We use
Rsync, another free Linux-based soft-
ware package. A good place to start
on this software is the author’s site at
http://sunsite.dk/info/guides/rsync/
rsync-mirroring.html. He points out

where to download it and how to con-
figure it. We started by setting up a
differential backup to occur every two
hours. This ensured that the backup
server would always mirror the mas-
ter, with very few exceptions. We also
configured it to copy only the Web site
portion, not users/passwords/groups.
It is not intended that the backup be
used for uploads of new information.
If the master server is down, users will
have to wait for updates until the mas-
ter can be brought up again. We have
also set up SSH for the Rsync, but
only because we are paranoid. This
site addresses how to install Rsync and

SSH on a windows
platform (http://
optics.ph.unimelb.edu.au/
help/rsync/
rsync_pc1.html).

Having given a lot of
consideration to the latest
virus/worms/Trojans, we
have changed our backup
philosophy. If something
infects the Web site, or
defaces it, within two

hours it would be mirrored to the
backup. Realizing this, we have
changed to an Rsync schedule of every
three days. True, the latest changes
may not be included, but with all of
our school sites, it would give some-
one an opportunity to notice a diffi-
cult, and perhaps repair it, before it is
mirrored to the backup server.

These two examples demonstrate
what we have done so far with high
availability redundant systems for
fault tolerance. The same principles
could be applied to any service, which
runs on a server, such as email, DNS,
or critical databases. It took us a while
to navigate these waters, but now that
we know how, we will be adding other
services. The biggest cost is the learn-
ing curve.  ■
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